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The Patterns, Risks, and Governance of Cross-border Token Data Flow

Zhang Xiaheng', Liu Caixia’
(1. China Digital Trade Research Institute, Zhejiang University, Hangzhou 310058, China;
2. Economics Teaching and Research Department, Party School of the CPC Ningxia
Committee, Yinchuan 750021, China)

Abstract: With the iterative upgrading of artificial intelligence ( AI) technology and the deepening globalization of the digital economy, Token,
as the smallest computational unit and core value carrier for large model information processing, have emerged as a new type of cross-border data
form in the Al era. Token data possesses characteristics such as computational dependency, derivative dynamism, batch scalability, and value
complexity. Its cross-border flow has disrupted the traditional data governance rules and regulatory frameworks. The core connotation, data
attributes, and essence of cross-border Token data flow was systematically defined. The current mainstream models and practical forms of cross-
border Token data flow in China was reviewed. Its new risks in dimensions such as national security, data security, industrial security,
compliance systems, and technological ethics, and clarifies the existing institutional shortcomings, regulatory blind spots, technological
weaknesses, and challenges in adapting to international rules in the governance of cross-border Token data flow were reviewed. Based on the
core principle of balancing development and security, this paper constructs a governance system for cross-border Token data flow that is suitable
for the development of China’s Al industry from five dimensions: institutional system, regulatory mechanism, technological empowerment,
industrial collaboration, and international governance. It provides theoretical support and practical paths for regulating lexeme data cross-border
circulation, preventing new data risks, promoting China’s Al computing power to go overseas in compliance, and participating in the construction
of global digital governance rules.

Keywords: Token data; cross-border data flow; data security; digital governance; artificial intelligence; security risks
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